
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Data Protection and Privacy Policy 
 

DP/01 
 
 

 
 
 
 

 
 

Date issued: August 2023 
Date reviewed: April 2026 
Author: Data Protection Officer 
Policy Owner: Company Secretary 
Next review date: April 2028 



Data Protection and Privacy Policy 
Data Protection Policies 

 
 

Advance HE 
Equality, Diversity, and Inclusion Statement  
 
Advance HE’s charitable objects illustrate our clear commitment to advancing equality, 
diversity, and inclusion (EDI). Encouraging EDI in the workplace as a core organisational 
value, underpinning internal practice in order for people to feel welcome valued and 
supported. 
 
At Advance HE, we are committed to creating an environment free of bullying, harassment, 
victimisation, and unlawful discrimination, promoting dignity, and a safe, inclusive, and 
respectful environment. We are committed to ensuring that all stakeholders are treated 
fairly and are not subject to discrimination on any grounds. 
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Advance HE 
Data Protection and Privacy Policy 
1 Purpose 

1.1 Advance HE is committed to protecting the privacy and security of individuals 
personal data who engage with the organisation. It acknowledges that in order to 
provide its services to its stakeholders, Advance HE collects and use individual’s 
personal data as part of its’ everyday business activities in line with the UK Data 
Protection legislation. 

1.2 Advance HE is a company limited by guarantee incorporated in England and Wales 
under company number 4931031 and a company limited by guarantee registered in 
Ireland no. 703150 and a charity in England under charity number 1101607 and in 
Scotland under charity number SC043946, with its registered UK office at Innovation 
Way, York Science Park, York YO10 5BR and its registered Ireland office at First 
Floor, Penrose 1, Penrose Dock, Cork, T23 KW81, Ireland. 

1.3 Advance HE is registered with the Information Commissioner under number 
Z8550188. 

2 Scope 

2.1 This Policy sets out Advance HE’s processes in relation to the key principles of Data 
Protection, including how Advance HE will collect, use and process personal data 
and applies to all the personal data that is processed, regardless of the media on 
which that data is stored or whom it relates to. 

2.2 All Advance HE colleagues must read, understand, and comply with this Policy when 
processing personal data on behalf Advance HE under their employment or contract 
with Advance HE. 

2.3 The specific terms of this Policy do not apply to disclosure of financial or other 
information to Advance HE accountants or for audit purposes, although Advance HE 
will ensure such processing is in line with the UK Data Protection legislation. 

2.4 Where data has been suitably anonymised, to the extent that it is not possible to 
identify any data subjects, it will no longer constitute personal data and the Policy 
will not apply.
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3 Definitions 

Term Definition 

Automated 
Decision-Making 

When a decision is made which is based solely on the 
automatic processing of personal data (including profiling) which 
has legal effects or significantly affects an individual. UK GDPR 
prohibits automated decision-making unless certain conditions 
are met. 

Automated 
Processing 

Any operation, or set of operations, which is performed on 
personal data by automated means, such as collection, 
recording, organisation, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, 
restriction, erasure, or destruction. 

Colleagues All persons working for Advance HE or on its behalf in any 
capacity, including employees at all levels, directors, officers, 
agency workers, seconded workers, volunteers, interns, 
agents, associates, contractors, external consultants, third-
party representatives and business partners, sponsors, or any 
other person associated with Advance HE. 

Consent Agreement freely given, specific, informed and be an 
unambiguous indication of the data subject’s wishes by which 
they, by a statement or by a clear positive action, signifies 
agreement to the processing of personal data relating to them. 

Data Information which is stored electronically or in paper-based filing 
systems. 

Data Controller The individual or organisation which control and determine, 
subject to the permission given to them by the law or the data 
subject, how and why any personal information is processed. 
 
For the purposes of Data Protection legislation, this Policy 
outlines the processes in which Advance HE will be the “Data 
Controller”. 

Data Protection 
Impact Assessment  

Assessment used to identify and reduce the risks of a data 
processing activity. DPIA can be carried out as part of the long-
standing data protection principle of privacy by design and 
should be conducted for all major system or business change 
programs involving the processing of personal data. 

Data Protection 
Officer 

Individual appointed under the UK GDPR with designated 
responsibility for data protection compliance. 
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Data Subject All living individuals about whom Advance HE holds personal 
data. 

Information 
Commissioner 

The UK’s independent body set up to uphold information rights. 

Innovative 
Technologies 

Innovative technologies refer to new or significantly improved 
technologies, such as Artificial Intelligence platforms, which 
brings advancements in how tasks are performed. 

International 
Transfer 

Personal data originating in one country is transferred across 
borders when it is transmitted, sent, viewed or accessed in or 
to a different country. 

Lawful Basis Refers to the legal justification for processing personal data. 
Personal Data Information relating to an identifiable natural person who can be 

identified, directly or indirectly, in particular by reference to an 
identifier. 

Privacy by design The requirement to consider and integrate data protection and 
privacy at the early design stage of any business practice or 
project which will involve personal data processing, through its 
lifecycle. 

Processing Any activity that involves the use of personal data. It includes 
obtaining, recording, or holding the data, or carrying out any 
operation or set of operations on the data including organising, 
amending, retrieving, using, disclosing, erasing or destroying it. 
Processing also includes transmitting or transferring personal 
data to third parties. 

Special Category 
Data 

Information revealing racial or ethnic origin, political opinions, 
religious or similar beliefs, trade union membership, physical or 
mental health or conditions, sexual life, sexual orientation, 
biometric or genetic data or about the commission of, or 
proceedings for, any offence committed or alleged to have been 
committed by that person, the disposal of such proceedings or 
the sentence of any court in such proceedings. Special category 
data can only be processed under strict conditions. 

UK Data Protection 
Legislation 

This will incorporate the following UK regulations which Advance 
HE’s required to adhere to; UK Data Protection Act, Data Use 
and Access Act and Privacy Electronic Communications 
Regulations. 

4 Roles and Responsibilities 
4.1 The Audit, Finance and Risk Committee have delegated responsibility from the 

Board of Directors to oversee the compliance framework with Data Protection.
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4.2 The Data Protection Officer has the following responsibilities under this Policy: 

• To oversee the Data Protection provision at Advance HE, ensuring there is 
compliance with UK Data Protection legislation. 

• To be the point of contact for all internal and external data protection related 
queries. 

• To be the direct contact with the Information Commissioner (ICO). 

• Provide advice and guidance on data processing activities. 

• Conduct investigation on any breach of compliance with UK GDPR, and report 
to the ICO if necessary. 

• Ensure there is internal compliance with this Policy. 

• Produce reports on the data trends for management review. 

4.3 The IT Team have the following responsibilities under this Policy: 

• Ensure Advance HE has sufficient security measures as per the requirements 
of privacy by default and privacy by design. 

• Ensure that the technical and organisational measures are effective and 
efficient for the processing activities carried out by Advance HE. 

• Conduct regular testing on the security measures. 

4.4 All colleagues have the following responsibilities under this Policy: 

• Manage and maintain any data records that fall under their role in line with the 
UK Data Protection legislation. 

• Comply with this Policy, and all further policies and guidance under Data 
Protection. 

• Attend any training provided in relation to this Policy, its requirements, and any 
other Data Protection training offered by Advance HE. 

• Notify the Data Protection Officer of any processing activities they undertake, 
Data Protection queries or concerns, and breaches of Data Protection. 

• To be familiar with all Data Protection policies and procedures and ensure that 
they read all updates. 

5 Commitment to Data Protection 
5.1 Advance HE is committed to complying with Data Protection legislation, including 

assisting data subjects to exercise their legal rights over their personal data which is 
under Advance HE’s control, and ensures that data is: 
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• Processed lawfully, fairly and in a transparent manner (Lawful Basis). 

• Collected only for specified, explicit and legitimate purposes (Purpose 
Limitation). 

• Adequate, relevant, and limited to what is necessary in relation to the purposes 
for which it processed (Data Minimisation). 

• Accurate, and where necessary, kept up to date (Data Accuracy) 

• Not kept in a form which permits identification of data subjects for longer than is 
necessary for the purposes for which the data is processed (Data Retention). 

• Processed in a manner that ensures its security using appropriate technical and 
organisational measures to protect against unauthorised or unlawful access or 
use, and against accidental loss, destruction, or damage (Security). 

• Not transferred to another country without appropriate safeguards being in place 
(Restricted Transfers), and, 

• Made available to data subjects, and data subjects are allowed to exercise 
certain rights in relation to their personal data. For further information, please 
refer to Advance HE’s Data Subject Requests Policy. 

5.2 Advance HE’s commitment applies to its handling of the personal data for the 
duration that it is under its control. It applies to the obtaining, collection, storage, 
processing, and destruction of personal information, and where it may be 
transmitted or made available to third parties. 

6 Collecting Personal Data 
6.1 Advance HE collects, holds, and uses significant quantities of personal data in both 

electronic and paper form from customers, business and other contacts, and 
institutions including, but not limited to, their students, suppliers, and staff. 

6.2 Privacy Notices will be provided to data subjects, where applicable, that outlines 
information on the data being collected, data processing arrangements, any data 
transfers, and third-party use. 

6.3 Advance HE may collect personal data in a variety of ways, both directly from the 
data subject themselves, or indirectly from a third-party source who have the 
authority to transfer the data, such as publicly available data or from institutions to 
process the data on their behalf. 

6.3.1 When collecting personal data indirectly, Advance HE will ensure by all reasonable 
means necessary to inform the data subjects of the collection of their personal data 
and the purposes of processing, where it is Advance HE’s responsibility to do so 
and will not involve a disproportionate effort to do so. Advance HE will endeavour to 
do this within one calendar month of collection. 

https://advance-he.ac.uk/policies/data-policies?_gl=1*9ns2kc*_gcl_au*MTg0NjExMzQwMC4xNzY5MDcxMTky
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6.4 Further details on the collection and processing of each Advance HE service can 
be found in Appendix A. 

7 Lawful Basis 
7.1 There are a number of lawful basis for processing data which Advance HE regularly 

rely on for collecting, storing and processing personal data. The main lawful basis 
Advance HE will rely on includes, but are not limited to: 

Lawful Basis Description 

Performance of, or 
preparation for, a 
contract 

Advance HE is procured by third parties to provide services, some 
of which may include the processing of personal data in order to 
meet the contractual obligations. 
 
Advance HE may procure third-party organisations to support with 
the delivery of services and meeting its contractual obligations 
which may require sharing the processing responsibility of 
personal data. 

Consent In some circumstances Advance HE will rely on the data subject’s 
consent as the basis for processing their personal data, which is 
obtained in conjunction this Policy, or a relevant Privacy Notice. The 
following conditions apply: 
• Consent is freely given in a specific, informed, unambiguous 

way on a voluntary basis. 
• Processing will not commence without the consent. 
• Where practical and appropriate, distinct options to consent 

will be provided separately to different purposes and types of 
processing. 

• Where possible, consent will not be a pre-condition of a 
service, except where the processing is a necessary to 
perform that service. 

• A record of consent will be maintained to ensure consent is 
valid and verifiable. 

• Data subjects can exercise their right to revoke their consent 
at any time, please refer to the Data Subject Request Policy. 

• Under the Data Use and Access Act, Advance HE may seek 
consent from data subjects where specific purposes of 
scientific research are not fully known and is not required to 
provide information in the form of a Privacy Notice if it is 
deemed as a disproportionate burden. 

https://advance-he.ac.uk/policies/data-policies?_gl=1*9ns2kc*_gcl_au*MTg0NjExMzQwMC4xNzY5MDcxMTky
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Legitimate interest When relying on the lawful basis of legitimate interests, Advance HE 
will endeavour to only use personal data in a way that the data 
subject may reasonably expect and to contact them without undue 
frequency. 
 
Under the Data Use and Access Act, Advance HE may apply 
legitimate interests to direct marketing and for the security of 
network and information systems. 

Recognised 
Legitimate Interests 

Under the Data Use and Access Act, recognised legitimate 
interests may be applied in the following circumstances: 
• Disclosures for the Purposes of Processing - allowing 

organisations to respond to requests for information from public 
bodies for the purposes of public tasks. 

• Emergencies - personal data, which is required to respond to 
an emergency, under Part 02 of the Civil Contingencies Act 
2004. 

• Crime - organisations can use personal data for the purposes 
of detecting, investigation or preventing a crime, apprehending 
or prosecuting offenders. 

• Safeguarding - to protect vulnerable individuals from harm. 
Vital Interest Processing personal data is necessary to protect an individuals’ 

vital interests, or that of another person, such as in cases of 
medical emergencies and crisis situations. 

Public Interest Processing personal data that is necessary for the performance of 
a task carried out in the public interest, or because it is covered by 
a task set out in law. 

7.2 Advance HE reserves the right to process or disclose personal information for lawful 
purposes not detailed within this Policy, including, but not limited to, for the 
prevention or detection of crime, or as required by regulators or by order of the 
Courts. 

7.3 Regardless of which lawful basis, Advance HE endeavours, where reasonably 
possible to do so, to make data subjects aware of their legal rights in relation to their 
personal data. Data subjects’ rights are outlined in the Data Subject Requests Policy 
and all Privacy Notices. 

8 Purpose Limitation 
8.1 Advance HE will ensure that all personal data collected is only used for specified, 

explicit and legitimate purposes and will not be processed in any manner 
incompatible with those purposes.

https://advance-he.ac.uk/policies/data-policies?_gl=1*9ns2kc*_gcl_au*MTg0NjExMzQwMC4xNzY5MDcxMTky
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8.2 If Advance HE proposes to use personal data for purposes that are new, different, 
or incompatible with the purposes already disclosed when the data was first 
obtained, the data subject will be informed of the new purposes, and consent may 
be obtained, where necessary. 

8.3 In certain circumstances, Advance HE may wish to reuse personal data it has 
collected for purposes which can be considered as compatible with the original 
purpose for which the personal data was collected. Compatible reasons may 
include: 

• Responding to requests for information from a public body who confirmed they 
have confirmed they need the information for that purpose and to safeguard a 
public interest objective. 

• Archiving in the public interest. 

• Public security 

• Emergencies, and crime. 

• Protection of vital interests of data subjects. 

• Safeguarding vulnerable individuals. 

• Legal obligations. 

9 Data Minimisation, Data Accuracy & Retention 
9.1 All personal data collected will be adequate, relevant, and limited to what is 

necessary for the processing purpose. 

9.2 Colleagues may only process personal data when and to the extent that it is 
required to perform the duties of their job or contract for service(s). They may not 
process personal data for any unrelated reasons or collect excessive, unnecessary 
data. 

9.3 Colleagues must maintain the accuracy of personal data and should not include any 
opinions of themselves or others within the data set. 

9.4 Advance HE will only retain personal data as long as necessary for the processing 
purposes, need for legitimate business purposes, legal, accounting and reporting 
requirements. When personal data is no longer needed for specified purposes, it 
should be either retained, deleted, or anonymised in accordance with Advance HE's 
Retention and Erasure Policy. 

9.5 Advance HE will conduct regular audits of databases to ensure that any personal 
data is not kept longer than expected.

https://advance-he.ac.uk/policies/data-policies?_gl=1*9ns2kc*_gcl_au*MTg0NjExMzQwMC4xNzY5MDcxMTky
https://advance-he.ac.uk/policies/data-policies?_gl=1*9ns2kc*_gcl_au*MTg0NjExMzQwMC4xNzY5MDcxMTky
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9.6 To ensure accuracy and retention is maintained, colleagues will ensure that they 
consider retention periods and the accuracy of their data as part of their day-to-day 
working operations. However, it is required that colleagues conduct regular data 
cleanses, at least annually. 

9.7 Any data that cannot be confirmed as being accurate must be marked as unreliable 
and taken out of active circulation. Unreliable documents will be archived or 
destroyed in line with the Retention and Erasure Policy. 

10 Security 
10.1 Appropriate security measures are in place to protect against unlawful or 

unauthorised processing of personal data, unlawful processing, and the accidental 
loss, destruction, or damage of personal data. 

10.2 These security measures will ensure the confidentiality, integrity, and availability of 
personal data: 

• Confidentiality: only authorised colleagues and approved third parties can 
access the data. 

• Integrity: personal data should be accurate and suitable for the purpose for 
which it is processed and protected from being damaged or corrupted. 

• Availability: as appropriate, Advance HE will restrict access to personal data 
held, and will protect it from unexpectedly being lost or unavailable. 

10.3 Advance HE develops, implements, and maintains safeguards appropriate to its 
size, scope and business, available resources, amount of personal data owned or 
maintained and any identified risks. 

10.4 These safeguards will be retained on a technical and organisational measures log 
which identifies the details of the security measures, and their application to Data 
Protection. 

10.5 Advance HE will regularly evaluate and test the effectiveness of these safeguards 
to ensure security on the processing of personal data. 

10.6 Advance HE IT systems, including email and internet usage, are subject to 
automated logging and monitoring, including the use of active monitoring. 

11 Use of Innovative Technologies & Artificial Intelligence 
11.1 Advance HE will use innovative technologies to support the streamlining of manual 

processes throughout its operations, so far as the security and protection of 
personal data is retained. 

11.2 To do so, Advance HE will take a risk-based approach when considering the use of 
innovative technologies to process personal data. This will include: 

https://advance-he.ac.uk/policies/data-policies?_gl=1*9ns2kc*_gcl_au*MTg0NjExMzQwMC4xNzY5MDcxMTky
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• Assessing the risks to the data rights and freedoms of data subjects that may 
arise. 

• Implementing appropriate and proportionate technical and organisational 
controls to mitigate these risks. 

11.3 Colleagues are not permitted to use any innovative technologies, including Artificial 
Intelligence platforms, without seeking prior authorisation from the IT Team and the 
Data Protection Officer. 

11.4 The Data Protection Officer will conduct a Data Protection Impact Assessment on 
any new innovative technologies which are to be introduced to Advance HE, 
particularly where personal data will be involved. This is to ensure that any risks to 
the organisation and data subjects are identified and mitigated. 

11.5 Advance HE recognises the following key risks when using innovative technologies 
and implements these mitigating measures: 

Risk Mitigating Measures 

Loss of control of data During the process of using innovative technologies, there is 
unclear ownership of the output data which may result in third 
parties having rights over the use of the data. Advance HE 
will ensure that it retains full rights and ownership over the 
output data. 

Data being used for 
third-party training 

Innovative technologies may have the ability to train itself off 
the data that is inputted. This can result in inappropriate 
disclosure to third parties who could benefit from the use of 
Advance HE data. 
 
Advance HE will not implement any technologies which will 
train itself on Advance HE data. Where it does use 
technologies that trains itself, Advance HE will ensure that 
the platform remains in full control of Advance HE and no 
data will be disclosed to third parties.  

Inaccurate and 
discriminating outputs 

The outputs that are presented by innovative technologies, 
particularly those which processes personal data, may create 
inaccurate or discriminating outputs due to algorithms being 
unable to take into account non-bias factors. Advance HE will 
ensure that all outputs are checked by a human colleague. 

11.6 Where Advance HE will use innovative technologies, it will where reasonably 
possible, notify the data subjects of the platforms and data used.
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12 Third Party Processors 
12.1 Advance HE may appoint third party organisations / individuals (“sub-processors”), 

including Associates and cloud storage providers, to conduct processing on its 
behalf. Where Advance HE utilises sub-processors, it may be necessary to share 
personal data. 

12.2 In circumstances where personal data is shared, Advance HE will ensure it is shared 
on an applicable legal basis and there are suitable agreements in place to continue 
the protection of the personal data. 

12.3 When appointing the sub-processors, Advance HE will follow its Procurement 
Policy which includes the requirements of Data Protection, including a review of the 
security measures in place and the completion of a Vendor Risk Assessment, if 
required. 

12.4 All sub-processors are required to comply with Advance HE procedures and policies 
which are relevant to data security. 

12.5 Further information on the measures Advance HE takes when transferring data can 
be found in Appendix B. 

13 Restricted International Transfers 
13.1 Advance HE is a global organisation who utilises various sub-processors which may 

require the transference of data outside of the UK and the European Economic Area 
(“EEA”) in order to deliver a contract or service. 

13.2 Advance HE may undertake restricted transfers, if one of the following conditions 
applies: 

a) Adequacy Decision: the ICO has issued an adequacy decision confirming that 
the country to which the transfer will take place ensures an adequate level of 
protection for the data subjects’ rights and freedoms. 

b) Appropriate Safeguards: Measures in place such as binding corporate rules, 
standard contractual clauses approved by the ICO, International Data Transfer 
Agreement, or an approved code of conduct or a certification mechanism. 

c) Exceptions: the UK Data Protection legislation sets out eight exceptions that 
allows for international transfer without one of the above conditions. 

13.3 If a colleague is aware that personal data will be transferred internationally, they are 
to notify the Data Protection Officer who will perform a Transfer Risk Assessment 
and put in place the relevant restricted transfer conditions. 

13 Personal Use of Personal Data 
14.1 Under no circumstance are colleagues authorised to use personal data that has 

been obtained via their work at Advance HE for their own personal use. 
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14.2 Colleagues are not permitted to use personal accounts, storage providers or equipment 
to transmit personal data on behalf of Advance HE. 

14.3 Only under special circumstance will Advance HE permit the use of personal equipment 
and accounts to transmit personal data; however approval is to be sought, and the IT 
Team will be required to check security on these devices. For further information, please 
refer to Advance HE’s Acceptable Use Policy. 

15 Automated Processing & Decision-Making 
15.1 Advance HE automatically generates data from certain interactions; this allows for 

tailored communications to ensure they are relevant to the individual and assists 
them in accessing the information and products that may be of interest. 

15.2 A “lead scoring” model is used as part of its marketing and sales process. This 
means when a data subject interacts with Advance HE, their data is collected and 
retained to determine their interests for marketing and product development 
purposes. 

15.2.1 This information is scored and once the lead score reaches a certain threshold this 
may trigger an automatic process for marketing sales and communications. 

15.2.2 Data subject must give their consent for marketing communications in order to 
trigger this automated process. 

16 Direct Marketing 
16.1 As Advance HE is a charity, under the Data Use and Access Act, it may market to 

data subjects who have previously expressed an interest in its offerings without 
obtaining explicit consent, this is known as soft opt-in. 

16.2 All other forms of direct marketing, Advance HE will ensure that it relies on the lawful 
basis of consent or recognised legitimate interest when direct marketing. 

16.3 Data subjects whether giving their consent or being soft opted-in will be able to 
unsubscribe from marketing communications by following the “opt-out” option at the 
bottom of all direct marketing communications, or by clicking on the ‘unsubscribe’ 
link at the end an email received. Following these requests, the data subject’s 
information will be removed from Advance HE’s direct marketing register. 

17 Cookie Management & Tracking 
17.1 Advance HE uses cookies and tracking on its website to support with improvements 

to the website, services, and products. Whilst Advance HE is not actively aiming to 
identify individuals through the use of cookies there may be an indirect identification 
possible.
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17.2 Individuals are presented with a cookie banner when first visiting Advance HE’s 
website which gives them the opportunity to consent to cookies which are not 
exempt from consent and may choice which cookies to consent to. Data subjects 
have the right to reject the use of cookies and still utilise the Advance HE website. 

17.3 Under the Data Use and Access Act, Advance HE will automatically opt-in devices 
to the following cookies: 

• Cookies which are essential to transmit communications, such as for network 
management. 

• Cookies which are essential for services required by users, such as fraud 
prevention or shopping cart functionalities. 

• Collecting usage data to improve services, which are not for used for tracking 
or identifying users. 

• Adapting service appearance based on user preferences and accessibility 
requirements. 

17.4 Data subjects will have the ability to opt-out of these cookies by making the 
amendments to the cookie banner or stop tracking by using a private browsing 
mode. 

18 Information Commissioner & Complaints 
18.1 Advance HE appoints a Data Protection Officer who is responsible for working 

closely with the Information Commissioner to ensure that Advance HE remains 
compliant with UK Data Protection legislation. Their contact details are as follows: 

• Post: Data Protection Officer, IC 1.25, Innovation Centre, Innovation Way, York 
Science Park, York, YO10 5DG 

• Email: data.protection@advance-he.ac.uk 

• Phone: +4420 3870 6011 

18.2 If an individual is unhappy with any aspect of this Policy, or how their personal data 
is being processed, please contact data.protection@advance-he.ac.uk in the first 
instance. 

18.3 If the individual is not satisfied how their complaint was handled by Advance HE, 
they have the right to lodge a complaint with the Information Commissioner: 

• Post: Information Commissioner, Wycliffe House, Water Lane, Wilmslow, 
Cheshire, SK9 5AF 

• Email: casework@ico.org.uk 

• Phone: +44303 123 1113 

mailto:data.protection@advance-he.ac.uk
mailto:data.protection@advance-he.ac.uk
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• By Live Chat: https://ico.org.uk/global/contact-us/live-chat 

19 Record Keeping 
19.1 Advance HE keeps and maintains accurate records of Data Protection activities 

such as Records of Processing Activities, consent management, data breach 
register, data subject request register, vendor, and contracts management, and 
Data Protection Impact Assessment and risk management records. 

19.2 Any new data processing activity must be reported to the Data Protection Officer to 
ensure that the correct data protection documentation is implemented, and records 
are up to date. 

19.3 Advance HE also aims to regularly evaluate and review: methods of collecting, 
holding, and processing personal information; and the performance of employees, 
contractors, agents, consultants, partners or other parties working on our behalf in 
handling personal information, to ascertain how it can improve further. 

19.4 Advance HE will ensure that it maintains its records and informs any individuals of 
changes to how Advance HE uses their personal data. 

20 Training and Awareness 
20.1 The Data Protection Officer, in conjunction with the Learning and Development 

Manager, will ensure that colleagues undertake the mandatory training and any 
specialist training sessions covering data protection principles, policies, and 
procedures in place. 

20.2 All new colleagues must undertake mandatory online data protection training within 
their probationary period as part of their onboarding. 

20.3 Colleagues must undertake mandatory online data protection refresher training 
every two years. Failure to complete mandatory compliance learning could result in 
the extension of probationary period or disciplinary action against the colleague. 

20.4 In addition to mandatory training, regular learning campaigns will be delivered to 
ensure colleagues are kept informed of the latest trends, changes in policies and 
best practice. 

20.5 Colleagues who have a more significant role in data protection will receive the 
necessary training and support to meet the additional requirements within their 
roles. 

21 Related Documentation 
21.1 The following documents should be read in conjunction with this Policy: 

• All other Data Protection Policies, including Retention and Erasure Policy, Data 
Subject Rights Policy. 

https://ico.org.uk/global/contact-us/live-chat
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• Information Security Policy 

22 Regional Variations 
22.1 Advance HE is a registered UK company, and therefore all activities must adhere 

to the UK Data Protection legislation. 

22.2 However, as it is an expanding global organisation, with bases in Ireland and 
Australia, Advance HE will take into consideration any additional data protection 
practices for that region so far as it does not interfere with UK Data Protection 
legislation. 

23 Additional Information 
23.1 Advance HE reserves the right at any time to make any variations to and to amend 

this Policy and any other Associated Policy as it sees fit. 

23.2 If any variation or amendment has taken place, a notification of the updated Policy 
shall be sent to all colleagues. It is the colleague’s responsibility to ensure they 
adhere to the correct and current version. 

23.3 Anyone found to be in breach of this Policy may be subject to disciplinary action up 
to and including dismissal or take legal action. 

23.4 This Policy does not form part of any colleagues’ contractual terms and conditions 
and Advance HE may choose to alter it at any time.
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Appendix A: Collection and Use of Personal Data 
 

Interaction / Service Purpose Personal Data Legal Basis 
Privacy Notice 
(Contact DPO 
for Copy) 

Advance HE 
Websites 

When browsing the website 
Advance HE may collect your 
data using cookies or other 
tracking technology. 

Location data Legitimate interests / Consent  

Enquiries form submitted For 
processing and responding to the 
query. 

Name 
Email address 
Customer Support Number 
Institution / Organisation Name 
Type of Support Needed 

Legitimate interests / Consent  

To administrate the My Advance 
HE Portal. 

Mandatory and optional 
information provided when 
registering 
Records of communication 
Completion of surveys 
Details of transactions 
Details of visits 
Employment status 
Learning behaviours 

Consent My Advance HE 

To administrate the Connect. Full name 
Contact details 
Employment information 
Picture  
Links to professional networks 
Any personal information 
shared within the Community 
Space 
Login information and security 
questions / answers 

Contract / Recognised 
Legitimate Interest Connect 
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Cookies and tracking 
information 

EDI Advice services For processing and responding to 
the query. 

Name 
Email address 
Institution / Organisation Name 
Job Title 
Job Category 
Type of Support Needed 

Legitimate interests / Consent  

Membership 

Process membership application 
and create an individual customer 
profile. 

Name 
Address 
Email Address 
Phone Number 
Institution Details 

Contract  

Administration of your account / 
membership (including individual 
customer profile) 

Name 
Address 
Email Address 
Phone Number 
Institution Details 
Details of Services Used 
Profile Preferences  
App Usage Details 

Contract  

Consultancy To deliver the agreed consultancy 
services as per agreement. 

Name 
Address 
Email Address 
Phone Number 
Project Specific Data 

Contract International 
Consultancy 

Research & Surveys 

Data analysis of Customer 
Evaluation Survey. 

Name 
Email Address 
Name of Institution 

Consent  

Research Information provided when 
submitting a form 
Record of any correspondence 

Consent Research 
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Name 
Contact details 
Childcare responsibilities 
Life information 
Age 
Disabilities 
Race 
Ethnic Origin 
Politics 
Religion 
Health 
Sex life / orientation 
Socioeconomic background 
Marital status 

To administer the pilot REC 
Survey. 

Race 
Ethnic group 
Religious beliefs 
Personal characteristics/ 
behaviour data 
Professional and employment 
data. 

Consent REC Survey 

Marketing & Other 
Uses 

To send you information on 
related products or services. 

Name 
Email Address Consent  

To use for internal reporting 
purposes. 

Name 
Email Address Consent  

To notify you about changes to 
our services. 

Name 
Email Address Consent  

To contact for market research 
purposes. 

Name 
Email Address Consent  

Job Application 
(Employee & 
Associate) 

Review applications submitted 
and conduct the recruitment 
process. 

Name 
Email Address 
Phone Number 
Current Job Title 
Current Employer 

Legitimate Interest 

Recruitment  
 
Employee 
 
Associate 
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CV 
Disability Status (if provided) 
Reasonable Adjustment (if 
provided) 
Equality and Diversity Details (if 
provided) 

 
External 
Examiners 

Programme & 
Events 

Process and administrate 
bookings. 

Name 
Email Address 
Address 
Phone Number 
Job Title 
Payment Details 

Consent / Contract Events & 
Programmes  

Attendance on an online video 
conference meeting. Questions 
may be asked during online 
meetings, requesting for 
answers to be inputted in the 
chat.  
 
StreamAlive (AI system) will pick 
up key words from the chat box 
and convert into presentational 
slides that will be anonymous 
and circulated after the Zoom 
event.  
 
On occasion, there may be 
questions that will drive 
personal data information. 

Name 
Race 
Ethnic Origin 
Political Origin 
Religious / Philosophical Belief 
Sex Life 
Sexual Orientation 

Explicit Consent  

Fellowship 

To process Fellowship 
applications and administrate 
awards and certificates. 

Name 
Contact details 
Employment history 
Location 
Date of birth 
Financial information 

Contract / Consent Fellowship 
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Educational 
Open comments 

Networks 

The administration of the 
Disabled Student Commitment 
and maintain the register of 
institutions 

Name 
Employment details 
Email address 
Location 

Legitimate Interest / Consent DSC 

To administrate the Provost & 
DVC Network and the 
communication platforms 
between members and invite 
members to events. 

Name 
Email address 
Telephone number 
Employment status 

Contract / Legitimate Interest Provost DVC 
Network 

The administration of 
nominations for Teaching 
Awards CATE and the CATE 
Net Leaders Network. 

Name 
Employment details 
Postal address 
Email address 
Mobile number. 
Gender identity 
Ethnic group 
Age 
Disability status 

Contractual / Consent Teaching 
Awards / CATE 
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Appendix B: Transferring Data 
 

When Advance HE sends out personal data, it will ensure that it is transmitted by secure means. 
This includes: 

• Minimise the amount of personal data which is transmitted, and where possible by 
anonymising or pseudonymising. 

• Where personal information is to be transferred in hard copy form, it will be passed 
directly to the recipient. 

• When transmitting data via email, the sender must ensure they check the email for 
the following: 

o The recipient(s) is correct. 

o Attachment contains the correct information. 

o If there is an email chain, any personal data that should not be transmitted is 
removed. 

o Email addresses are BCC if applicable. 

o Ensure all attachments are encrypted, and passwords sent separately. 

o Email address should be verified prior to sending the personal data. 

• Advance HE ensures that it maintains a secure network and all emails sent are 
encrypted. Colleagues are not permitted to use unsecure networks to transmit 
personal data in any circumstances. 

• Posting personal data should be avoided unless it is absolutely necessary, and no 
other alternative method can be used. 

• All personal data sent via post should be on an encrypted USB stick and provide the 
password to the intended recipient by separate correspondence. 

• Colleagues must avoid sharing personal data over the phone to any recipient. 
However, they are able to accept receipt of personal data as long as they have verified 
the authority of the caller as being able to share the data. 

• All personal data transmitted should be clearly marked as ‘private and confidential’ or 
‘strictly confidential’ where appropriate. This includes adding the relevant statement 
to files names, email headings and watermarks on documents. 

 


